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Abstract: This paper aims to execute the concept of
zero-knowledge that's used in web applications using
feed forward neural networks (FFNN). Neural
networks have been used in our proposal instead of
any other Artificial Intelligence method like genetic
algorithms, swarm intelligence algorithms, and
machine learning in order to enhance the zero-
knowledge method for its randomness and high-level
authenticity. The new suggested method has been
compared with the traditional method in terms of
confidentiality, authenticity, accuracy and speed. It
has been noted that the new suggested method is
more authenticated and secure than its counterpart in
web applications especially ones that require the use
of credit cards, which demands a very strong

protection between the client and the server in order
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to gain the client's confidence in these Websites and
protect them from the piracy.

Keywords: Zero-Knowledge, artificial neural networks, client-
server technology.

Introduction

Our time is characterized by the exchange of data, some of
which is very sensitive, and the knowledge of such information
could have important consequences to our future. The importance
of knowing a credit card number or a password to access a secret
database must be considered. Information exchange between two
parties is essential in our world, and during this transfer, something
bad could happen. For example, a third party could eavesdrop on
the transmission, and then use the data in some malicious way for
personal advantage. The so-called Mafia fraud consists of
intercepting electronic payment messages, and then using that
information to buy something very expensive [1].

Modern cryptography is based on the secrecy of the key. In
Secret-Key Cryptosystems, two parties have to meet and agree on a
common secret key before any communication can happen. In
Public-key Cryptosystems, each party has a pair of keys, one
published in a database available to everybody and the other kept
secret. This scheme eliminates the need for a preliminary secure
interaction between the two parties. The strength of this scheme
rests on the limited computational resources available to each user,
legitimate or malicious. The main idea in any public key
cryptosystem is a difficult computational problem. The security is
based on the fact that the private key can be computed from the
public key only by solving this difficult problem. With the public
key, a user could encrypt messages, and another could decrypt them
with the private key. The owner of the private key would be the
only one who could decrypt the messages, but anyone knowing the
public key could send them in privacy [2].
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Zero-knowledge protocols allow identification, key exchange
and other basic cryptographic operations to be implemented
without leaking any secret information during the conversation and
with smaller computational requirements than using comparable
public key protocols. Thus Zero-knowledge protocols seem very
attractive especially in smart card and embedded applications [3].

Related work

Many researches were performed to enhance zero knowledge
and other security models to exchange data over unsecure network
some of these are:

1. L. J. Jun and Brandon apply a practical web/python
implementation of Zero-Knowledge Authentication protocol
without any prior knowledge of the concept of Zero-Knowledge
Proof.

The Zero-Knowledge Proof is a concept used in many
cryptography systems. It allows a party to prove that he/she knows
something (i.e. credential), without having to send over the value of
the credential. In this implementation, it will be used to prove the
password of the user without sending over the actual password. The
system also allows for no password hashes to be stored on the
server. The purpose of the implementation is to make implementing
the Zero-Knowledge Proof Authentication portable and easily
customizable. This is achieved by using python based.[4]

2. S. K.. Udgata and S. L. Sabat address some of the special
security threats and attacks in Wireless sensor networks WSNs.
They propose a scheme for detection of distributed sensor cloning
attack and use of zero knowledge protocol (ZKP) for verifying the
authenticity of the sender sensor nodes. The cloning attack is
addressed by attaching a unique fingerprint to each node, that
depends on the set of neighboring nodes and itself. The fingerprint
Is attached with every message a sensor node sends. The ZKP is
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used to ensure non transmission of crucial cryptographic
information in the wireless network in order to avoid man-in-the
middle (MITM) attack and replay attack. The paper presents a
detailed analysis for various scenarios and also analyzes the
performance and cryptographic strength [5].

Basic Techniques Used in Proposal

There are two basic techniques used in our proposed system we
will explain them according to using them in our proposal:

Zero-Knowledge Proof

Zero-Knowledge proof is a much popular concept utilized in
many cryptography systems. In this concept, two parties are
involved, the prover A and the verifier B. Using this technique, it
allows prover A to show that he has a credential (for example, a
credit card number), without having to give B the exact number.
The reason for the use of a Zero-Knowledge Proof in this situation
for an authentication system is because it has the following
properties [4]:

e Completeness: if the statement is true, the honest verifier
(that is, one following the protocol properly) will be able to
prove that the statement is true to an honest verifier
everytime.

e Soundness: if the statement is false, it is not possible (with a
very small chance) to fake the result to the verifier that the
statement is true.

e Zero-knowledge: if the statement is true, the verifier will
not know anything other than that the statement is true.
Information about the details of the statement will not be
revealed.

ZKA wzk Logic Algorithm [4]
The ZKA_wzk logic, as mentioned will be based on the ZKPoK

Sigma Protocol. The following is a step-by-step procedure of the
protocol, using SPK1{(x) : Y = g0*} (a).
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Initialization:

1. Given group G. Let g0, g1 be random elements of G.

2. Let the public key be zkapk ={G, g0}.
Registration Process:

1. User inputs username and password.

2. The user hashes the password with Hash function, H and

calculates x = H(password).

3. The user then computes Y = g0*

4. The user sends (username, Y) to the server

5. The server stores (username, Y) into the database.
Authentication Process:

1. The server generates a random one-time token a and stores it

and sends it to the user.

2. The user inputs username and password
The user hashes the password with Hash function, H and
calculates x = H(password).
The user then computes Y = g0*
The user generates random rx € G and calculates T1=g0"™.
The user then calculates c=H(Y,T1,a).and zx = rx — cx
The user sends (c, zx) over to the server
The server calculates T1=Ycg0 zx and verifies that
c=H(Y,T1,a)
If successful, user is authenticated.

Nk W

©

Single-Layer Neural Network

A single-layer net has one layer of connection weight as shown
in figure (1). Often, the units can be distinguished as input units,
which receive signals from the outside world, and output units,
from which the response of the net can be read. In the typical
single-layer net shown in figure bellow the input units are fully
connected to output units but are not connected to other input units
and the output units are not connected to other output units. The set
of equations relating inputs and outputs is given by [6]:
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Figure (1) single layer neural network

Short characterization of feed forward networks [6]:
1. Typically, activation is fed forward from input to output for
a single layer and through ‘hidden layers’ for multi layer,

though much other architecture exist.

2. Mathematically, they implement static input-output
mappings.
3. Most popular supervised training algorithm: back

propagation algorithm.

4. Have proven useful in many practical applications as
approximations of nonlinear functions and as pattern

classificatory.
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Current web application login process

The most common login system used in web application
currently is through the use of a form submission of a username and
passwords enabled with SSL communication. In more secure
systems, the password is hashed using a java script-based md>5 hash
before sending it over. Figure (2) illustrates traditional
authentication system [4].

Client Server

User Inputs Username &

_’
Password
Password
A
MD5
Username
Hash
Hash
A Y
Send username & hashed " Check username and
password to server password hash
Send Result

Login Successful

Figure (2) Traditional Authentication System
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Proposal

The proposed system uses neural networks within the credit
card system to increase reliability and that have not been used
previously for any kind of credit cards (VISA Cards, Master
Cards...etc) for the purpose of increasing security in the transfer of
funds between the user(customer) and the server.

This section explains the logical design of the proposed

system; it also explains in details the proposed system execution
using the client —server technology in details.

The proposed system contains three main processes which are:

1. Login to the Website(using credit card username).
2. Registration (server side).
3. Authentication (both client and server sides).

The general algorithm of the proposed system:
Input: Credit card information (user name only)
Output: Login to the Website to transfer the funds.
Process:

End.

Stepl: the user send his/her (user name,(y, z)) to the server.
Step2: The server receives the information and stores it in
a database
Step3: the server send (x) to the user.
Step4 (proposal): client and server sides apply feed forward
neural network.
Step5: client and server both XOR's the output of the FFNN
Step6: the client sends the output of his/her calculation to the
server.
Step7: the server checks the results (client and server results).
Step8: if both results are equal then authentication is successful.
Step9: apply registration to the Website.

The basic steps of our proposed system between client and

server are shown in figure (3).
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Figure (3) basic steps between client and server

Simulated Design

In this section, to explain the implementation of the
proposed system we will focus on display the basic steps between
client and server side.
Client side:

1. Has a large database containing single layer feed forward
NN with a large number of weights ordered in arrays and the
value of weights in these arrays differ from one array to
another and must periodically updated in client and server
side to increase authentication process.
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2. The user selects random two values (pair) which define two

pointers each one of these pointers point to one dimensional

array containing the weights.

The user sent (username, pair).

4. The user receive from the server the input pattern(x),convert
to binary.

5. The user calculates input(x) to the selected neural networks
(the pair) and store the result after three iteration of NN.

6. Convert each result to binary.

XOR the result of the first NN with the second one.

8. Send the result to the server.

w

~

Server side
1. In other hand the server also has the same huge database

which resides in a very secret place.

2. Each user has its own fields in the database containing the
same single layer feed forwards NN with the same large
number of weights ordered in arrays and the value of
weights in these arrays differ from one array to another
The server receives (username, pair)

4. The number of iteration is one iteration for each neural
network

5. The server generates the input pattern randomly (x)and send
it to the user

6. Convert input(x) to binary value.

7. The server begin calculate input(x)to the selected neural
networks (the pair) and get the result after one iteration of
NN.

8. Convert each result to binary.

9. XOR The result of the first single layer feed forward NN
with the second one

10. The server receives the result from the client side.

11.Compare the result from the user with its result. If
successful, user is authenticated.

w
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A proposed system registration process is shown in figure (4)
from both client side and severs side.

Client side

Server side

User input username

& Password
Proposed
ZKNN
Username Registration
Script

Pair

A 4

\ 4

Store username and (pair)
and generate the pattern(X)
and send it to user

Figure (4) Proposed system registration process

Let's take a very simple example to illustrate the idea:

Suppose clientl want to buy some item from any E-Commerce

Website:

1. Clientl must have a large database and this database resides
in client and server side. Simple example to illustrate the
proposed method: let clientl database contains (5) pointers
and (6) weights for each pointer as shown below:

Journal of Al Rafidain University College

237 ISSN (1681 — 6870)



SMSCC: Smarter and More Secure... Dr. Abeer Tariq Issue No. 34/2014

pointers weights
1 43 012 06 019 322 -031
2 -0.03 124 067 099 -0.11 044
3 041 -033 082 032 21 0.77
4 1.24 0003 0.19 0.33 068 -1.9
5 -0.88 0.05 0.1.31 0.09 1.12 0.08

7.

8.

9.

Select two pointers randomly. Let be (3,1)
send (clientl ,(3,1))
Server receive these values and generate random number (x),
let be x=17
sever send (x=17) to client 1 convert it to (6) bits binary
value, 17=010001
client and server begin calculate (y) for pointer 3 and pointer
1.
y3 = (1*0.41)+(0*-0.33) + (0*0.82) + (0*0.32) + (1*2.1) +
(0*0.77)

=0.41+21=251=3=000011
yl= (1*4.3) + (0*0.12) + (0*0.6) + (0*0.19) + (1*3.22) +
(0*-0.31)

=43+3.22=7.52=8=001000
XOR y3 and y1(000011 XOR 001000)=_001011 send to
server
Same calculation steps will done in server side and the result
is=001011
The server receive the result from the client

10. Compare user name and the result with its (server) result
11. If true, then the server is authorized.

Implementation of our proposed System

The proposed system was applied on a dataset which

containing a number of credit cards (user names and passwords)
and compare it with traditional system.

1.

Vector NN presents the proposed method.
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2. Vector 1, Vector 2, Vector 3, Vector 4.....Vector 9 present
the traditional method

The following table (1) and figure (5) illustrates the
comparison between Traditional zero knowledge and Proposed
method using NN over statistical measures to calculate the

performance:

Table 1 describes the comparison between Traditional zero

knowledge and Proposed method using FFNN Execution

Traditional zero knowledge Proposed method
using FFNN

Vectors Vectorl, Vector2, Vector3, Vectord Vector NN
Performance 24%,  15%, 4%, 2% 90%
Complexity 20%, 3%, 15%, 0% 88%
Security 56%, 27%, 4%, 23% 86%
Speed of Execution 34%, 24%, 0%, 3% 85%(one iteration)
Authentication 42%, 11%, 10%, 0% 95%
Accuracy 45%, 19%, 5%, 5% 82%
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Figure (5): comparison according traditional statistical mean,
variance, and standard deviations.

The table above included many important points such as:
The performance of the proposed method is very good in
comparison to the traditional method.

The proposed method is more complex than its counterpart.
The proposed method has the highest level of security.

The speed of execution is lower than the traditional method
if we are use the FFNN for one iteration only, otherwise; if
we use the FFNN for ten iteration or more the speed will be
mirrored.

The authentication of the proposed method is higher than the
traditional method.

The accuracy of the proposed method is higher than the
traditional method.
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Conclusion and Future Works
This research reached the following points:

1. Web log is the intrinsic factor in securing web applications,
since it present first step in security model of web.

2. Traditional methods with Zero-knowledge protocols very
attractive since it secure and prevent leaking of information.
But suffer from weak in critical points such as accuracy.
Supporting Zero-knowledge protocols with ANN make it
more accurate that due to ANN ability for training to avoid
new events in login that may decrease accuracy of traditional
Zero-knowledge.

3. Proposal increase computational power, ANN is a universal
function approximated. The proof is not constructive
regarding the number of neurons required or the settings of
the weights.

4. Proposal increase complexity, artificial neural network
models have a property called ‘complexity’, which roughly
corresponds to the amount of information can be stored in
the network, it's application, and ability to model any given
function.

This shows that the proposed method is more
powerful in terms of security and we suggest for future
works to use other complex artificial intelligence methods.
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