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Abstract 
       Information security is a vital issue and it needs to continuous 

developments. This paper focused on developing the concept of encryption by 

using a proposed method to encrypt text information or may be after some 

farther processing it is suitable for all types of files. This method used two 

secret keys (symmetric encryption) and one secret mathematical equation, and 

there are two levels of encryption; firstly through first secret key (key1) 

(convolution key); secondly through another secret key (key2) and secret 

mathematical equation. The cipher text is only real numbers. Also this paper 

will include some results of encryption and decryption. 
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 الخلاصة:

هىاا  .التي تحتاج الى  توىىيب كلىمس مرىتمبامنيت المعلىماث هي واحدة من ضمن المىاضيع الحيىيت و    
مبىىدا التلىىبيب كااىىترداة مبيرىىت مرتبحىىت لتلىىبيب النلاىىىن والتىىي كا ممىىا  البحىىي يب ىىى تلىى  توىىىيب 

رىت ترىتردة مبتىاحين اىبيين هىا  الوبي .بيانىاث لتلىمس  ا ىت انىىام الملبىاثتوىيبها كعد زيادة المعالدت لل
هىاا يىخىد مرىتىيين مىن التلىبيب, ا و  لىف  المبتىاذ )التلبيب المتناظب( ومعادلت رياضيت ابيت ايضا, ل

الىن  الملىبب النىاتح  .ضيت الربيتاوالمعادلت البي (المبتاذ الربي )ا و  )مبتاذ ا لتباف( والثاني لف 
 .يلمس كعض النتائح للتلبيب و ك التلبيب و الك هاا البحي اىف .هى  رط ارقاة حريريت

1- Introduction 
     Encryption has primarily been used to prevent the disclosure of confidential 

information, but can also be used to provide authenticity of the source of the 

message, verify the integrity of received data, provide the digital equivalent of 

a handwritten signature, and nonrepudiation. Nonrepudiation assures that a 

transacting party cannot deny that the transaction took place [3]. 
 

     Cryptography is the name for the study of procedures, algorithms, and 

methods to encode and decode information, Where, Cryptanalysis is the study 

of methods and means to defeat or compromise encryption techniques [2]. 

Encryption usually requires the use of a hidden transformation that requires a 

secret key to encrypt, as well as to reverse the process or decrypt [4].  
 

2- Symmetric and Asymmetric   

 

      With some encryption methods, the same key is used to both encrypt and 

decrypt the information [3]; this paper will used the same idea, This form of 

encryption is known as symmetric encryption, which is also known as single-

key or secret-key encryption [3,8]. Another form of encryption uses two keys: 
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one key to encrypt and a different key to decrypt. These systems are referred to 

as asymmetric encryption, also referred to as public-key encryption, since one 

of the two keys is publicly known (and the other is kept secret)[1]. 

    Messages or data are referred to as clear text or plain text before encryption 

is applied, and cipher text to describe text or data that has been encrypted. 

When the key is used to reverse the process (i.e., transform cipher text back to 

the original clear text), the decoding process is known as decryption[6]. 

 

3- Proposed method  

     The proposed system will include, how the data will be encrypted using 

convolution key to build the first template of encoding data, and then 

encryption using secret key and secret mathematical equation to make the file 

ready for sending , finally this paper will include some results of encryption 

and decryption to prove the effectiveness of using this method. 

  

  Key generation: 
   One of very important fundamentals in encryption is selection the secret 

keys, in this proposed system there are two keys of (n) bits, explained as 

follow: 

 

  Convolution key: 
    In this section we will explain the first one (convolution key). Let this key 

(key1) of 9 bits, is represented in a matrix of (3*3) " mask key". The following 

example will show how the first key encrypts the plain text as a first level of 

defense in this proposed system: 

 

Ex\ Let key1= (220)10 

   Key1 is convolution key it is selected randomly but it will be known for 

sender and receiver.  

 (220)10 = (011011100)2     
     Key1 mask  
 

 

 

 

  If there are two inputs in XOR gate then the output with one of these two 

inputs it will give the other[5]. 

       This mask will convolute with the matrix of plain text using XOR 

operation.  

      Also, let the plain text is the word AHMED: 

      The ASCII of (A) is 65; (H) is 72 and so on for all the characters of the 

plain text. 

      For each character there is an ASCII code, each one of this ASCII codes 

will be represented as a decimal number and converted to binary according to a 

table presented by the system. 

0 1 1 

0 1 1 

1 0 0 
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   The matrix of the plain text (AHMED) will be represented in the program as 

an array of  

(N row* M column)  

A=65=01000001 

H=72=01001000 

M=77=01001101  Eight bits is enough to represent any character  

E=69=01000101 

D=68=01000100 

 

   M column 

 

      N  

    rows  

 

               Matrix of the plain text 

 

   The first data (3*3)(submatrix) from the plain text matrix is: 

 

 

 

 

 

   Note: the key1 mask is (3*3), it may be (4*4), (5*5),…., (n*n) according to 

the number of bits that represent the key1,(9,16,25 bits, ….) ,also the number 

of rows and columns in key1 mask must equal to the number of rows and 

columns in submatrix (subarray) extracted from plain text matrix, (A is the 

array of the plain text =[N,10]).  

So,  

  (010001110)      XOR      (011011001) =    (001010111) 

First submatrix   key1                first template 

      9 bits          saved in second matrix  

          (temporary array)  

 

   To get the second data (2'nd 9 bits) the sub matrix (data mask) must shift one 

column right and it will be as follow (100010101), (000100010),…., until last 

column of the first row, and then shift one row down for the first column 

(001110010),shift one column right(010101101),…, and so on for all data 

matrix (bits). 

    XOR is a very useful for encoding (first level of encryption) and decoding 

(decryption) 

  

         (010001110)      XOR      (011011001) =    (001010111) 

 

 

        (001010111)      XOR      (011011001) =     (010001110) 

 

0 1 0 0 0 0 0 1 0 1 

0 0 1 0 0 0 0 1 0 0 

1 1 0 1 0 1 0 0 0 1 

0 1 0 1 0 0 0 1 0 0 

0 1 0 

0 0 1 

1 1 0 
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  Plain text     key1 =  Cipher text 

 

Cipher text       key1 =  Plain text 

 

    Finally, the cipher text resulted from first level of encryption is (C1). 

 

 Secret key: 
    In this proposed system there is another type of key (secret key (Key2)), also 

it will be used for encryption and decryption but it is through a secret 

mathematical equation. Secret key will be selected as a decimal number and 

only for sender and receiver will be known. I prefer to select a long decimal 

number to represent Key2, and it will stay in a decimal form no need to change 

it to another form of representation. As shown before the convolution key 

(Key1) will be secure between sender and receiver only. 

 

4- Mathematical Equation Representation 
    The second level of protection (ciphering) is using secret key and secret 

equation. Secret mathematical equation is the main factor in this proposed 

method, it is possible to select it randomly using a program to generate a 

random equation depending on some constraints such as determining the 

number of variables and then the system composed an equation that will be 

known for sender and receiver. In this proposed system we select the following 

equation; Let C2 is the secret mathematical equation: 

 
         3 
C2=C1+1/2K2+5      ….. Eq(1) 

 

    Where C1 is the cipher text from convolution operation between the plain 

text and convolution key (first secret key (Key1)) using XOR operation, see 

section 3-1-1. K2 is the secret key, see section 3-1-2, (5) is a constant. The 

result of Eq(1) is the final cipher text. It is possible to select any type of 

equation but it is a very important to notice that the secret equation must be 

accepted to be in inverse form i.e: 

 
         3 
C2=C1+1/2K2+5            ….. eq(1) 

 
  3 
C1=C2-1/2K2-5      

 

C1= 3 5-1/2Key2-C2     ….. eq(2) 

 

  This proposed system may give the idea of a multi level of encryption. 
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5- Encryption/Decryption Mechanism and Algorithm 
 

       The following diagram explains the proposed system: 

 

          

 

  
 

 

 

 

 

      

 

Fig (1) Block diagram of the proposed system 

  This diagram shows that there are two levels of encryption/decryption (C1 and 

C2). 

 

The Algorithm 
      The following algorithm will explain the proposed system: 

1- preprocessing the plain text will include the following  steps: 

a- open the file 

b- Take the ASCII code for each character and deal with it as a decimal 

number. 

c- Convert each decimal number to binary in order to create a matrix of 0's 

and 1's only. 

2- Select a convolution key (Key1) (decimal number and convert it to a 

binary and then represents as a mask of n*n)  

3- XOR between Key1 and plain text (submatrix n*n)to create a temporary 

template (cipher text (C1)) using convolution operation. 

4- Select a secret key (Key2) to be a decimal number. 

5- Select a secret mathematical equation (MathEq). 

6- After converting C1 to an equivalent decimal number, use Key2 and 

MathEq to create a final cipher text (C2) (MathEq(key2,C1) to get C2), C2 

is real numbers . 

7- Send the result of step 6 to the receiver. 

Note: Key1, Key2 and MathEq must be known for sender and receiver 

only. 

8- Use the inverse MathEq and Key2 to get C1 (Decryption). 

9- XOR between Key1 and C1 to get the plain text, but notice that it must 

begin from last real number to the first one (repeat). 

 

Cipher Text (C1) saved 

in temporary file 
Plain Text 

sender 

Cipher File (C2) 

send to receiver 

Decrypt the file 
Cipher text (C1) saved in 

temporary file 

Inverse Secret 

equation  

Secret key 

(Key2) 

Secret 

equation  

Plain Text 
receiver 

Convolution 

key (Key1) 

Convolution 

key (Key1) 
Secret key 

(Key2) 

XOR 

XOR 
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   Note: you must take in your mind the shifting of rows and columns in 

Encryption and Decryption (loops). Also, select long decimal number to 

represent key1, key2, and use complex MathEq will make the system more 

strong to be broken. 

 

6- Computations and Results 

6-1 Encryption 
     Suppose we want to encrypt the following message: 

  HELLO.SIR 

     The ASCII code will represent as a decimal and then converted to binary 

according to the programming codes in the program. Table (1) shows how 

encoding each character: 

 

Char ASCII Binary 

H 72 01001000 

E 69 01000101 

L 76 01001100 

L 76 01001100 

O 79 01001111 

. 46 00101110 

S 83 01010011 

I 73 01001001 

R 82 01010010 

Table (1) 

 

   The following matrix represents the message HELLO.SIR: 

 

 

 

 

 

 

 

 

 

 

 

 

The last eight position of the last row will be filled with 0's to complete the 

matrix. 

   Suppose the convolution key (Key1) is 205 in binary it is represented as 

follows 011001101, and then after representation of the convolution key as a 

matrix (convolution mask) the XOR operation will be done between 

convolution mask and submatrix of plain text: 

0 1 0 0 1 0 0 0 0 1 

0 0 0 1 0 1 0 1 0 0 

1 1 0 0 0 1 0 0 1 1 

0 0 0 1 0 0 1 1 1 1 

0 0 1 0 1 1 1 0 0 1 

0 1 0 0 1 1 0 1 0 0 

1 0 0 1 0 1 0 1 0 0 

1 0 0 0 0 0 0 0 0 0 
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Conv key   Plain text submatrix               C1[1,1] 

  (Key1)           (First row second column)        (Saved in a temporary array)  

 

 

  

 

 

   For the next submatrix (shift on column right): 

 
  Key1                next iteration of internal loop          C1 [1,2] 

   (First row third column)       (Saved in a temporary array) 

          

   

 

 

 

 

   For the next submatrix (shift one column right): 

    
    Key1       next iteration of internal loop          C1[1,3] 

       (First row fourth column)     (Saved in a temporary array) 

          

 

     

 

 

 

   And so on for the next iterations of internal loop until first iteration of 

internal loop finished.  

 
    Key1                (first row eighth column)  C1[1,8] 

   

    

      

 

 For the next row (shift one row down) (increment the external loop by one) 
 

Key1    (second row second column)       C1[2,1] 

    

  

      

 

 

0 1 0 

0 0 0 

1 1 0 

0 1 1 

0 0 1 

1 0 1 

0 0 1 

0 0 1 

0 1 1 

1 0 0 

0 0 1 

1 0 0 

0 1 1 

0 0 1 

1 0 1 

1 1 1 

0 0 0 

0 0 1 

0 1 1 

0 0 1 

1 0 1 

0 0 1 

0 1 0 

0 0 0 

0 1 0 

0 1 1 

1 0 1 

0 1 1 

0 0 1 

1 0 1 

0 0 1 

1 0 0 

0 1 1 

0 1 0 

1 0 1 

1 1 0 

0 1 1 

0 0 1 

1 0 1 

0 0 0 

1 1 0 

0 0 0 

0 1 1 

1 1 1 

1 0 1 
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   Continue with incrementing the internal loop until last column (eighth), and 

then increment the external loop by one, and so on until the last submatrix. 

 

   The final cipher text C1 using convolution key (key1) as follow: 

 

001001011111000001010011101…….010101110………011111101……  

 

   This sequence of binary digits (C1) will be ready to encrypt using secret key 

(Key2) and secret mathematical equation (MathEq) 

 

   Suppose that the sender and receiver was agreemented about the (MathEq) to 

be as follow: 
     3  
        C2=C1+1/2Key2+5     …..eq(1) 

     

    C2 is the result of secret mathematic equation (EathEq) (second level of 

encryption) using secret key (key2), C1 is the result of first level of encryption 

using convolution key (key1). 

 

    For the first nine bits (001001010) the decimal number is 75(C1). Note: it is 

possible to change the strategy of selection the number of rows and columns 

for ciphering using convolution key, also it is possible to select any number of 

bits to represent the decimal number in encryption using secret equation and 

secret key but it needs a programming ability. 

 

   Also let key2 is 188, C2 is the result of MathEq, so: 
           3 
C2=(75)+90.5+5= 421875+90.5+5 

C2=421970.5 

 

   For the second nine bits (111000001) the decimal number is 449, so that 

C2=90518944.5 , and so on for all the contents of C1 matrix(of binary digits and 

converting to decimal) to get C2 ( file contains only long real numbers), finally 

C2's (file) is ready to send to the receiver as an encrypted file.  

 

6-2 Decryption 

   After all the data (C2's) was send to the receiver as a file of real numbers 

only, now the receiver person must know the strategy of decryption this data, 

this point begins from knowing the MathEq, Key1, Key2 to be ready for his/her 

computation (the program will execute all the necessary processing to extract 

the original data after input the MathEq, Key1, Key2 by an authorized person). 
     3  
       C2=C1+1/2Key2+5,   so the inverse of this equation is:         

    

    C1= 3 5-1/2Key2-C2  
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    For the second real number in C2 file (90518944.5), 

C1= 3 5-181)*((1/2)-  90518944.5 =449 

 

    C1 is the same result of the second nine bits resulted from convolution key 

with second submatrix. 

 

    For the first real number in C2 file (405319.5), 

C1= 3 5-181)*((1/2)-  421970.5 =75 

 

    C1 is the same result of the first nine bits which result from convolution Key 

with first submatrix 

 

(449)10 = (111000001)2 

 (75)10  =(001001011)2 

 

C1        Key1 =plain text 

 

Key1 is (205) identified previously, 

 

           449          205  
 

111000001    011001101=  100001100 

 

 

 

 

 

 

    It is equivalent to the second submatrix (3*3) (first row second column of 

the plain text matrix), that gives the original data (part of plaintext). 

 

 

               74        205  

 

  001001011   011001101   = 010000110 

 

 

 

 

 

 

     It is an equivalent to the first submatrix (first row first column of the plain 

text matrix). Continue for all C2 to get C1 and then plain text characters. 

     Note: from the experimental results, we can see that the Decryption of any 

character depends on the next character and vice versa for Encryption. 

 

1 0 0 

0 0 1 

1 0 0 

0 1 0 

0 0 0 

1 1 0 
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7- Conclusion  
     Security is one of the main issues in information technology, security is 

very wide field, and there are many methods to protect information in 

computer, encryption is one of them. In this research an encryption method 

system was proposed, designed and implemented. This system is known as 

"two keys one mathematical equation" (2keys+1MathEq). We can conclude 

from the proposed system the following: 

 

1- This proposed system uses two secret keys and one secret mathematical 

equation, these make the proposed system more strong and difficult to 

breakthrough because there are three secret things. 

2-The main problem of using this method is the size of the cipher text (file), it 

will need more size to save or send over the net. 

3- Using convolution theorem (convolute the first key) is a new manner in 

encryption. 

4- It is possible to use any number of rows and columns to represent the plain 

text submatrix, this will give a flexibility of selection the strategy of 

encryption. 

5- This proposed system supports the idea of multilevel encryption, also this 

system needed four seconds to encrypt a file of 450 characters beginning from 

opening the file, creation a file of long real numbers, and finally saving the file. 

6- The encrypted file is only long real numbers and there is no repetition, 

therefore it is difficult to guess the plaintext, if there is any repetition that does 

not mean the same symbol. 
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