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Abstract
SHA 1 is a one way hash function which is used in cryptographic systems to provide
message authentication and integrity. In recent year this algorithm faced new type of
attacks. These attacks make use of the simplicity of message expansion step to leak some
information used to build a matching patterns or build differential path according to local
collision. In this paper an enhanced version of SHA 1 was proposed depend on using
resilent Boolean function which is a Boolean function that offers properties of
balancedness, algebraic degree, correlation immunity and nonlinearity. This enhancement
tends to countermeasures these attacks. Enhancement was made in two places for the
original algorithm, first enhanced message expansion process, second change the value of
32 variable inputs to Boolean function in the algorithm.
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1. Introduction

The hash function SHA-1 was issued by NIST in 1995 as a Federal Information
Processing Standard [1]. Since its publication, SHA-1 has been adopted by many
government and industry security standards, in particular standards on digital signatures
for which a collision-resistant hash function is required. In addition to its usage in digital
signatures, SHA-1 has also been deployed as an important component in various
cryptographic schemes and protocols, such as user authentication, key agreement, and
pseudorandom number generation. Consequently, SHA-1 has been widely implemented
in almost all commercial security systems and products.
The group of the SHA family. Based on the idea of extended Feistel permutation , they
are equipped with more complex message expansion algorithm. The first function of that
family was SHA-0 [2]. It was promptly replaced by an improved version, SHA-1 [3].
Security concerns appeared to be true, as in 1998 Chabaud and Joux presented theoretical
attack on SHA-0 [4], which was later implemented and improved allowing for finding an
actual collision [5, 6]. Now, one of the most interesting questions in the field of hash
functions analysis is how secure is the present standard SHA-1, which is different from
SHA-0 by only one rotation in the message expansion process. The same principle used
to attack SHA-0 could be applied to construct an attack on SHA-1 provided that there
exists good enough differential pattern. Biham and Chen were able to find patterns that
allowed for finding collisions for variants reduced to first 34 and 36 steps . The attack can
be extended provided that one can find good differential patterns for longer variants of
SHA-1.
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2. Description of SHA-1 compression function [7]

SHA-1 compression function hashes 512 bit input messages to 160 bit digests.
Firstly, 512 bits of the message are divided into 16 words Wo,W;, . . . W35 of 32 bits
each. The rest of 80 words is generated out of the first 16 words according to the

following recurrent formula:

Wi = ROLY W, 3 ®W; s OW,; 1, ®W; ) for 16 <i<79, (1)



where ROL¥ means rotation of word by k positions left. If this is the first application of
the compression function , five 32-bit registers A, B, C, D, E are initialized to values Ag
= 0x67452301, By = OXEFCDABS89, Cy = 0x98BADCFE, Dy = 0x10325476, Eq =

OxC3D2E1FO0 accordingly. Next, 80 steps (i = 0. . . 79) of the following form are applied:
Aiv1 = ROL(A) B fi(B;,C;,D;) BE; Bw; B K;, (2)

Bi:1 = Aj, Cinn = ROL™(B)),
Dix1=Ci, Ein=D;,
where B denotes addition modulo 2432, and Ri means the value of the register, R after i-

th iteration. Functions fi and constants Ki used in each iteration are defined as

fiB,C,D)= (/BCV (—B)D for0<i<19
B® c®pD for20<i<39
<Bc\/ BDV cD for40<i<5h9
B® c®D for60<i<79
\
p
Ki= 0x5A827999 for0<i<19
Ox6ED9EBA1 for20<i<39
0x8F1BBCDC for40<i<5h9
L 0xCA62C1D6 for60<i<79

3. Attacks on SHA

This section give an overview about the most recent attack against SHA .

3.1 Differential Attack of Chabaud and Joux

Chabaud and Joux presented in [4] differential attack on SHA-0. The fundamental
observation they made is that a change in bit j of word W, can be corrected by
complementary changes in the following bits:
— bit (j + 6) mod 32 of word Wi.4,
— bit j of word Wi,
— bit (j + 30) mod 32 of word Wi,s3,



— bit (j + 30) mod 32 of word Wi,
— bit (j + 30) mod 32 of word Wis,

provided that functions fi.s,. . . ,fi+4 and additions & behave like linear functions, that is a

single change in the input to f results in a change of output of f, change in two inputs of f
leaves the result unchanged and differences propagate through additions without
generating carries The attack is possible due to the property of the message expansion
function which does not mix bits in different positions. Thanks to that it was possible to
consider message expansion algorithm as a bit-wise. Enumeration of all 2'® possible bit
patterns in position 1 allowed for choosing disturbance pattern in bit one that led to a
global differential pattern + producing a collision with probability 27,

3.2 Differential patterns attacks on SHA-1

This attack depend on the Analysis of the message expansion algorithm of SHA-
1,The important property of the message expansion process given by the formula (1) is
that when considered as a function producing 80 new words out of 16 old ones it is a
bijection. This implies that it is possible to reconstruct the whole expanded message
given any 16 consecutive words of it, in particular the first 16. Moreover, if we consider
it on a bit level as a function A : F**2, — F*'2, | it is easy to see that A is Fo-linear as the
only operations used are word rotations (which are permutations of bits) and bitwise

F512

XOR operations. Then the expansion of the initial messagel m € » can be expressed

as a long vector :

m
Ex(m)= | A(m)
AZ(m) € F25602
A3(m)
A4(m)

The set of correction masks is built from a disturbance pattern by rotations and delaying

the pattern by 1, 2. . . 5 words in the same way as described in [4]. In order to find



disturbance patterns which can give rise to correction patterns one has to look for bit
patterns b € F*°® , that satisfy the following conditions:

1. Consider m to be a column vector

2. The pattern b has to be of the form (5), i.e. b is the result of the expansion Operation,

3. The pattern b ends with 5 *32 = 160 zero bits (the last five words are zero), because
each disturbance is corrected in the next 5 steps, so no disturbance May occur after the
word 74,

4. After delaying a pattern by up to 5 words (that is, shifting bits of b down (right) by 5 *
32 = 160 positions) the shifted pattern must also be the result of the expansion of its first
512 bits, thatis[0...0| bObl...b2399]" =E4([0...0b0...b351]").

4. b has both the minimal Hamming weight and the maximal number of non-zero bits in

position 1.

3.3 Local Collisions of SHA-1

Informally, a local collision is a collision within a few steps of the hash function.
A simple yet very important observation made in [8] is that SHA-O has a 6-step local
collision that can start at any step i. The collision differential path on SHA-0 chooses j =
2 so that j + 30 = 32 becomes the MSB 4 (Most Significant Bit) to eliminate the carry
effect in the last three steps. In addition, the following condition,
M;,2 = —Mi+1,7
helps to offset completely the chaining variable difference in the second step of the local
collision, where mi,j denotes the j-th bit of message word mi. The message condition in
round 3,
M;i,2 = —Mjs2,2
helps to offset the difference caused by the non-linear function in the third step of the
local collision. Since the local collision of SHA-O does not depend on the message
expansion, it also applies to SHA-1. Hence, this type of local collision can be used as the
basic component in constructing collisions and near collisions of the full 80-step SHA-0
and SHA-1.



3.4 New Collision Search Attacks on SHA-1[ 9]

This technique works by; finding a disturbance vector with low Hamming weight is a
necessary step in constructing valid differential paths that can lead to collision. To
construct such a path for SHA-1, it needs to find appropriate starting steps for the local
collisions. They can be specified by an 80-bit 0-1 vector X = (Xo,...,X79) called a
disturbance vector. It is easy to show that the disturbance vector satisfies the same
recursion defined by the message expansion. For the 80 variables xi, any 16 consecutive
ones determine the rest. So there are 16 free variables to be set for a total of 2'°
possibilities. Then a “good” vector satisfying certain conditions can be easily searched
with complexity 2*°. In order for the disturbance vector to lead to a possible collision,

On the other hand, the three conditions imposed on disturbance vectors seem to a major
obstacle conditions on the disturbance vectors need to be imposed , summarize in
Tablel.

Table (1) Conditions on disturbance vectors for SHA-1 with t steps

Condition Purpose
xi=0fori=tj5,.,tjltoproducea in the last step t
collision
xi =0 for i = -5,...,-1 to avoid truncated collisions in first few steps
local
no consecutive ones to avoid an in same bit position collision path
impossible in the first 16 variables due to a property of IF

There have been attempts to remove some of the conditions. For example, finding multi-
block collisions using near collisions effectively relax the first condition, and finding
collisions for SHA-1 without the first round effectively relax the second condition
(although it is no longer SHA-1 itself). Even with both relaxation, the Hamming weight
of the disturbance vectors is still too high to be useful for the full 80-step SHA-1.this is
the key idea of new attack by relax all three condition in Table(1). In other words, impose
no condition on the vectors other than they satisfy the message expansion recursion.
finding multi-block collisions using near collisions effectively relax the first condition,
and finding collisions for SHA-1 without the first round effectively relax the second



condition. This allows finding disturbance vectors whose Hamming weights are much
lower than those used in existing attacks.

Then present several new techniques for constructing a valid differential path given such
disturbance vectors. The resulting path is very complex in the first round due to
consecutive disturbances as well as truncated local collisions that initiate from steps -5
through -1. This is the most difficult yet crucial part of new analysis, without which it
would be impossible to produce a real collision.

Once a valid differential path is constructed, the message modification techniques were
applied, first introduced by Wang et. al in breaking MD5 and other hash functions [15,
11-13], to further reduce the search complexity. Such extension requires carefully
deriving the exact conditions on the message words and chaining variables, which is
much more involved in the case of SHA-1 compared with SHA-0 and other hash

functions.

4. Cryptographic Boolean Functions[10]
Boolean functions play a central role in the design of most cryptosystems and in

their security. There are several construction methods for constructing correlation
immune and resilient Boolean functions. The most common of all these is the Maiorana-
McFarland construction technique.

The purpose of the nonlinear combining function f is to make the output stream

difficult for the cryptanalyst to predict. Such a function should posses certain desirable
properties to withstand known cryptanalytic attacks. Four such important properties are
balancedness, correlation immunity, algebraic degree and nonlinearity. Construction of
resilient Boolean functions achieving the upper bound on nonlinearity is an important

research area.

«Balanced Boolean function: A function f on {0,1}" is said to be balanced if its
output column in the truth table contains equal number of 0's and 1's (i.e., wt(f)=2""

), where \Nt( f) is the Hamming weight of the Boolean function f .

*Algebraic Normal Form and Algebraic Degree: Every n-variable Boolean function
can be represented with its truth-table. But the representation of Boolean functions which



is most usually used in cryptography is the n-variable polynomial representation over
{0,1}, of the form:

F(XpX) =8, @ax Oax @... Dax, Da,xX, Daxx® ... Da, XX, .. X, ... (3)
where coefficients a,,a,,a,,,...,&, , €{0,1} . This representation of f is called the
Algebraic Normal Form (ANF) of f . The number of variables in the highest order

product term with nonzero coefficient is called the algebraic degree d, or simply degree
of f .

Thus X, @ X, hasdegree 1, X, @ X X,X; has degree 3 etc.
«Correlation Immune Boolean Functions (Cl): A Boolean function f on n-variables
is said to be mth-order correlation immune (mth-Cl), if for any m-tuple of binary random
variables X, , X, , ... X, We have
I (Xqs Xpy oo X3 Z2)=0 |, 1<i<i,<..<i <n e (4)

where Z = f(X,...,X,) ,and I (x;Z) denotes the mutual information .

*Nonlinearity

The output to any Boolean function f always has correlation to certain linear

functions of its inputs. But this correlation is showed small. In other words, the minimum

Hamming distance between f and all affine functions must be high. This is called the
nonlinearity of n-variable function f and denoted by
nI(T) = min (d(f,g) N )

where A(n) is the set of all n-variable affine functions.

4.1 Resilient Boolean Functions[10]
A balanced mth-order correlation immune Boolean function is called m-resilient

Boolean function.



Let X=(X,,...,X,) and o=(w,,..,®,) both belong to {0,1}" and
Xo=X.0®.®x .o, Let f(X) be a Boolean function on n-variables. Then the

Walsh transform of f (X) is a real valued function over {0,1}", that can be defined as
Wi (@)= D ('™ (6)
xe{0,1}"
The Walsh transform is sometimes called the spectral distribution or simply the
spectra of a Boolean function. The spectra (value of Walsh distance) is
wd (f,9) = #(f =g) - #(f =0)
=4 -2d(f,9)

where A is the length of both f and g.

The linear complexity of an infinite binary sequence s, denoted L(s), is defined as
follows :
- if s isthe zero sequence s=0,0,0, ..., then L(s) =0.
- if no LFSR generates s, then L(s) = oo .
-otherwise, L(s) is the length of the shortest LFSR that generates s.
The linear complexity of a finite binary sequence s", denoted L(s"), is the length

of the shortest LFSR that generates a sequence having s" as its first n terms.

4.2 Construction the Sequences of Saturated Best Resilient Function SBRSs (i)

This section presents the construction of the sequences of saturated best resilient
functions. In defining SBRS we state that any function in an SBRS must be an SBR
function[10].

Let f;; be aj-th function of SBRS(i). Then the function f;;,,=X & f;; (where

i,j+1

the variable X does not occur in  f;, )is f function of SBRS(i). Consequently, if

i, j+1
one can construct f;; , then one can construct f;, forall k>j
For SBRS(1), it is easy to construct f , , since f , is (5,1,3,12)(i.e. 5-varaibles,

1-resilient, 3-degee, 12-nonlinearity) SBR function. Note that all functions in SBRS(i)
have the same degree 2+i.



This shows that if one can construct any one of the functions in SBRS(i), then it is
possible to construct any function in the succeeding part of the sequence. Thus it is
enough if the initial function of each sequence is constructed.

Example (2)

To construct the function (6,2,3,24), we take an initial (5,1,3,12) SBR function:
FL(X s X5) = XX, X D X X, D XX D XX @ XX @ X, D X, DXy

This function can be testing by using Walsh transform to ensure that it is resilent

Boolean function.

F (X Xg) = T (X, X)) D X

Then
Fo (X o X6) =X, % D XX, D X X5 D XX @ XX @ X, D X, DX, D Xg
Then nl (fy, ) =2nl (f,, ) =24 according to theorem 2 in [1]. Then the function

(6,2,3,24) is SBR function.

5. Proposed Enhanced SHA 1

The proposed modification to the SHA 1 algorithm takes place in two steps
according to the analysis of attacks against the algorithm, the analysis to SHA 1 attacks
show that these attack depends on their attacks on the message expansion process, so the
Enhancement is implemented in two places to made the algorithm more complex and
complicated to be analyzed. This is done by using the saturated Best Resilient Function
since this Boolean function offer the properties of balancedness, algebraic degree,
correlation immunity and nonlinearity. The first place in message expansion equation ,
second it used in the 32 value processed by the SHA 1 Boolean function also to make
them difficult to guessed. SBR used in this paper to enhance the SHA 1 has the
following parameters:
6-varaibles, 2-resilient, 3-degee, 24-nonlinearity write as (6,2,3,24).

The formula of the SBR is

f (X, oy Xg) = XX, Xs DX X, DX X D XX D XX D X, D X, DX, DX

10



This function required 6 variables, each variables is a binary bit can be 0 or 1 and the
output from it also one bit. To apply this function in the proposed algorithm, six LFSR
were used with the following length( 4,5,7,4,5,7) respectively, the size of LFSR chosen
such that gcd(m,n)=1 . Figure(1) shows the structure of the generator.

W X1
—> >
X2
—>| >
. X3
32 bit value
from message > > X
expansion Construct 32
equation o » F(X1...xs) F—————>  bitvalue after
32 iteration
x4
—>
x5
Ly >
S
X6
Ly >

Figure (1) structure of binary sequence for SBR of six variables

The selected SBR used in this paper is not constant any other functions can be used with
different parameters. SBR used in this paper is the best functions among several function
where the test result shows that it’s gave reasonable execution time with the desired
complexity. Finally tap function in LSBR is not constant it can implemented between any

selected cell.

Enhanced algorithm

a. Divide M(r) into 16 words W(0), W(2), ... , W(15), where W(O0) is the left-most word.

11



b. Fort =16 to 79 let
W(t) = S 1 (Fsgr(W(t-3) @W(t-8) @W(t-14) @ W(t-16))).

Where S " mean circular left shift operation by n

Fsgr is saturated Best Resilient Function with (6,2,3,24)
c.Let A=HO0,B=H1,C=H2 D=H3 E=H4.

d. Fort=0to 79 do

Frse(B); Frsa(C); Frsa(D)

TEMP = 55(A) B f(t;B,C,D) B E B W(t) & Kt

30
e.eE=D;D=C;C=S (B);B=A; A=TEMP.
f.Let HO=HO+A H1=H1+B,H2=H2+ C,H3=H3+ D,H4=H4 +E.

6. Experimental Results
Test result to the proposed enhanced SHA 1 algorithm is done in two cases, first

implement the proposed algorithm using SBR at message expansion step only and its
demonstrated in Table(2),second implement the algorithm using SBR at message
expansion step and before the Boolean function. These test is made against original
SHA 1 with different tests to check the correctively of the enhanced algorithm. These
tests are implemented in different ways, if the message modified by add, change or delete
some character from it. Also running time for both version of SHA 1 was measured.
Figure (2) shows the computed message digest in binary and hexadecimal result for
selected random input message using SHA 1 and the enhanced algorithm.

Table (2) output message digest using SBR in message expansion stage only

Output digest case

34E69D2FA7D26384CCO9AC13344124EDDEE497825 | Input message without change

CB82920679FCDEA2CC9AC13344124EDDEE497825 | Remove first character

7939B7BDA3BC8887CC9AC13344124EDDEE497825 | Add new character

228591DECCE71D90CC9AC13344124EDDEE497825 | Change first character with another

Figure (3) shows the output digest when the input message was altered by remove one

character from the beginning by remove the character “T” from word “this”, its clear that

12




the output digest from both algorithm was differ also its differ from the output digest in

Figure(2).

S Form1

Text To Compute Message
Digest

=B

The hash function SHA-T was issued by NIST in 1995 as a Federal

nforrnation Processing Standard (5], Since s publication, SHa-1 has

been adapted by many govemment and industry security standards,

in particular standards on digital signatures for which 3 collision- File
esistant hassh unction is requited. I addition to s usage in digisl

signatures. SHA-1 has als been deployed as an mportant

component in various ciyptographic schemes and protocols, such as

user authentication, key agreement, and peeudorandom number

generation, Consequently, SHA- has been widely implemerted in

amost ll commercial security systems and products.

et o thas mordarm hack binctons tear in nractiee ars dardinsted

Tntermediate Binary Result

11000011010111100010001111010100101110000110001107 1107010070
O00000000000000000000000000000000000111101110111011111110111
O11101110010001 0100110011011 00111101011

101111101 0011101 0010110701101 01 010071 0010011700107011 00011
1101110071 10010071 1010110000010011 001101 0001000001 001001001110
11011101111 0111001 0010010111100000100101

Hexa Decimal Result

C35E2304BB63752000000000F 77 7F 28C03ER

BESD2DEF524E 563DCC3ACT 33441 24EDDEE 437825

e |

=i Forml

Text To Compute Message
Digest

[= [BX]

he hash hunction SHA1 was issued by NIST in 1995 2 a Federal
Information Processing Standard [5]. Since its publication, SHA-T has
been adopted by many govemment and industry seeurity standards,
in particular standards on digital signatures for which & calision- File
esistant hash function is required. I addiion ta its usage in digital
signatures. SHA-1 has also been deployed as an important
component in various cryptographic schemes and protocols, such as
user authentication, ke agresment. and pseudorandom number
generation. Consequently, SHA-1 has been widely implemerted in
amost all commercial seeuity systems and products.

Lmc ot

rwabine sra dadiared

Tntermediate Binary Result

101001 0000001 00001101000111001011010110001111011111011110100
011100000000000000000000000000000000111101110111011111110711
01110711100100010100111001101100111101011

01100111000001101011101101111101 000000001 1100010100110001 000
100111001100700710101100000100110011010001 000001 001001007110
1101110711107110070010010111100000100101

Hexa Decimal Result

440868E S4C7BEF4700000000F 77 7F SCDIER

6706BB7D00E 23839CC4C13344124EDDEE 497825

[

Figure (2) output
digest for both
version of SHA 1
using random
input message

a. output after delete
character “T”

Figure (4) and Figure (5) display the message digest when the input message modified by

add new character “T” to word “This” and change character “T” to character “a”

respectively.

Finally , the average time measured for both implementation show that the

original SHA 1 need 2 sec to compute message digest while the proposed algorithm need

10 sec and this is due to further execution time needed by SBR in LSBR but this delay is

compatible with the required complexity .
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Text To Compute Message |In
Digest

EIE

wed by NIST in 1995 as a Faderal

Text To Compute Message
Digest

Intermediate Bmary Result

10100710100000000001110711000011011001100007011110110711110011 [P0010700110110000111000010111001071110100000100111110171100001
MO0 0011710011007001101011000001 0011001 10710001 000001001007 001110
o111 1100110110011 1101011 1101110111011 1

100000701111011000011010111001000111110710000101011107000110

Intermediate Binary Result

110000100001 0001000001 01100001011110110107111110011011010111
000100000000000000000000000000000000111101110111011111110117 010111001100100110101100000100110011010001000001001001001110

0111011 11001101100111101011 1101101111011 1

Hexa Decimal Result
14087089741 3EE13CCAAC1 33441 24E DDEE 497825

44007700985E DF 31 00000000F 7 77F 777229C0 SEB

-
Exit

Hexa Decimal Result
C2110585E07E €0 75003401 32441 24EDDEE 497820

B2FETAE 470857 46100000000F 77 7F F77229C0 9EB

e |

b. output after add new character “t”

c. output after change character tto a

Figure (3) output digest for both version of SHA_1 after modify input message

7. Conclusion

In this paper an enhanced version of SHA_1 was proposed, this enhancement based on

resilent Boolean function which offer the properties of balancedness, algebraic degree,

correlation immunity and nonlinearity. this enhancement tend to countermeasures attacks

on original algorithm which make use of the message expansion process to leak some

information about message blocks and build a matching pattern ,or construct differential

path based on local collision since this process is linear.

Experimental result show that using SBR function in message expansion only that the

output digest correlated for different implementation for the same input message in

different form. But using SBR in message expansion and before the Boolean function in

the algorithm show uncorrelated message digest for the same message in different forms

also the output is different completely from the original version of SHA 1 in each

implementation.

Finally , the average time measured for both implementation show that the original

SHA 1 need 2 sec to compute message digest while the proposed algorithm need 10 sec

and this is due to further execution time needed by SBR in LFSR and its compatible with

required degree of complexity .
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