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Abstract 

Article History: 
 Ensuring image security in digital communication is paramount, 

particularly in resource-constrained environments. Conventional 

encryption methods often struggle with balancing computational 

efficiency and security robustness for large multimedia files. This 

paper introduces a partial encryption framework that utilizes the 

Data Encryption Standard (DES) to selectively encrypt critical 

image regions while leaving non-sensitive areas intact, employing 

a new method based on specific frequencies of DCT coefficients. 

This approach significantly reduces processing overhead while 

maintaining a strong security layer over essential data. The 

suggested method uses DCT for image coding and then uses the 

accreditation approach that implements partial image encoding 

based on JPEG. This procedure is based on a technique that aims 

to keep the value of the public bit and to keep agreeing with the 

JPEG format; this includes multiple coding, enforceability, self-

sufficiency, spatial selectivity, and coordination compliance, and 

how the application needs are met in real-time. The dataset of 10 

images has been used to evaluate the suggested method. The results 

indicate that PSNR=31.05, coefficient correlation=0.96, entropy 

value is 7.71, and SSIM=0.97. These results, besides the histogram 

analysis, indicate a high level of randomness in encrypted images, 

good encryption, and low distortion in the decrypted images, 

uniform pixel intensity distribution across all encrypted images, 

ensuring resistance to statistical attacks, and demonstrating a 

strong disruption of pixel patterns post-encryption. 
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Introduction 
In the rapidly developing digital era, securing multimedia data has become a critical 

challenge, particularly in resource-constrained environments. The most important resources are 

memory and time, which must always be kept as low as possible. The image encryption techniques 

are being developed and enhanced according to the high demand for this technology. Encryption is 

one of the important subjects in the field of security to keep the sensitive information secure by 

using different techniques to scramble the information of the pixels in an image, as shown in Fig. 1 

[1].  
 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: The image encryption 

The typical encryption process is always implemented on the whole image, which may take 

a long time to complete all mathematical calculations and several equations, and consume the 

computer’s resources. The partial encoding can meet application requirements without full encoding 

load by processing only a partial part of the image [2,3]. 

Traditional encryption methods, such as the Data Encryption Standard (DES), provide 

robust security but often struggle with computational efficiency when applied to large image files. 

To address this, partial image encryption has emerged as a promising approach, selectively 

encrypting sensitive regions while preserving non-critical areas to optimize processing speed and 

security [4,5]. 

Due to the importance of data encryption, the DES algorithm has recently gained a lot of 

interest and usage in the field of security.  DES and PIN code are always synonymous; DES has 

also been adopted in non-digital media such as phone lines, audio, and the banking industry. Hiding 

the content of a message is the main task of most applications of cryptography in an unsafe 

environment. The criteria control for audiovisual control does not include any technique for data 

flow portions converting into encoded text. Some defects in the coding algorithms may cause errors. 

One of them is the homogeneous regions in the image, which leads to making all identical blocks 

also identical after the process of coding, and the result of the encoded image will have textured 

regions, and this will prevent the image entropy from reaching the maximum value. The noise 

cannot be resisted for all blocks in the coding algorithms because the error value will appear on the 

encoded bit [6].   In partial image encryption, only specific parts of the image will be encrypted 

instead of encrypting the whole image to gain speed and low computational complexity. Partial 

image encryption can be applied using different techniques like region of interest ROI (face, license 

plate), selective pixel encryption (certain percentage of pixels), frequency domain encryption 

(encrypting high frequency), block-based encryption (dividing the image into blocks and encrypting 

important regions), and bit plane encryption (encrypting the most significant bit MSB layer). 

Encryption and compression are widely used to enhance the security and optimize efficiency of the 

storage, which is considered the best solution for cloud-based image storage [7]. The process of 

encryption is difficult to execute quickly, and it is difficult also for the process of compression [8]; 

therefore, the scholars suggested some methods to combine the process of encryption with the 

compression to minimize the processing time [9]. 
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Different techniques may be used in the security field of detecting intrusions, and some of 

them are used to hide information [10,11]. Some of the techniques use diffusion-based encryption 

by using chaotic maps [12]. The encryption of the small blocks of the large messages is a 

technology called “scramble all-encrypt small” [13]. Some cases of partial image encryption are 

shown in Fig. 2. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: ROI Partial image encryption 

The paper is organized into five sections: Section 1: Introduction, Section 2: Literature 

Survey, Section 3: Theoretical background, Section 4: Methodology and implementation, and 

Section 5: Results and discussion. 
 

Literature Survey 
Recent studies have explored enhancements to DES-based image encryption. For instance, 

an improved DES algorithm incorporating secret key generation and XOR transformations has 

demonstrated increased security and efficiency [14]. 

Additionally, researchers have investigated block shuffling and pseudo-random number 

generators to enhance partial image encryption, reducing computational overhead while maintaining 

strong encryption [15]. 

Another study introduced a hybrid parallel algorithm combining DES with chaotic systems, 

significantly improving encryption speed and resistance to attacks [16]. 

In [17], the scholars used the DCT algorithm to transform the image into the frequency 

domain to combine the compression and encryption to make the image immune against histogram 

analysis with a 4.5 compression ratio, and they didn’t measure the processing time. 

The researchers in [18] have combined encryption and compression to reduce the processing 

time. They used soft and hard threshold compression, besides the AES cipher algorithm with a key 

length of (2128), and they achieved fast execution and a good ratio of compression. 

In [19], the suggested algorithm encrypts only 10-25% of the image with quad tree 

compression. The processing time is 3-556 seconds with a low compression ratio of 0.003-3% 

according to the quality of the compression. 

In [20], a method has been developed using DWT with segmentation using a Gabor filter, 

K-means clustering, and encryption using AES and RC4. The method is attack-resistant against 

many types. 

In [21], the scholars have used selective encryption and a two-stage Hill cipher. The 

compression ratio is good, and the processing time is fair. 

The mentioned efforts have developed good, enhanced methods. Most of them use 

compression besides encryption. The encryption process is good and strong enough against attacks. 

The processing time is not considered in most of these methods. 
 

Theoretical Background 
Secure Image Compression-Encryption Algorithm presents a joint compression and 

encryption method that uses DCT and a hyperchaotic system to ensure both data reduction and 
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security during image transmission. In recent years, there has been an increase in interest in security 

and cryptography, with growing research on selective cryptography and encryption. 

For video signals, the standard techniques of coding are insufficient due to the analog format 

of signal transmission and because of the limitation of the bandwidth, which affects the 

performance [22]. One solution is using the MPEG algorithm for video encryption [23]. 

The partial encryption has the ability to decode and highly reduce time without any effect on 

the algorithm pressure [19]. In the partial encryption, it will be difficult to restore information 

without decoding the encrypted part, even if a large part of the compressed data is uncompressed.  

The process of sample reconstruction of pressure-sensing has provided research that enables 

the possibility of simultaneously taking pressure and samples [24,25]. 

In the partial encryption, the compression may be used to compress the image, then choose 

some parts of the data flow to be encoded. In real-time applications, you could use any type of 

decoder, even in the case of encoding parts of a bitstream. The bitstream in this case should be 

changed if compatibility is targeted, in places not causing any damage to the original data [26,27]. 

The ideal solution, which is considered an alternative solution, is the selective encryption, as 

illustrated in Fig. 3 [28].  

The selective encryption approach based on DCT with multiple encryption layers offers a 

promising balance between computational efficiency and robust security. By strategically 

encrypting only the sensitive portions of the DCT-transformed image (such as the DC and low-

frequency AC coefficients) with potentially varied encryption schemes, the method achieves 

significant time and energy savings while maintaining high security standards. This methodology is 

particularly well-suited for real-time applications and resource-limited environments like IoT. 

Selective Image Encryption Based on DCT explores a selective encryption technique that 

encrypts specific portions of an image to reduce computational complexity. It applies the Discrete 

Cosine Transform (DCT) for compression and selectively encrypts image components using a 

secret key. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: The selective encryption flowchart  
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The MPEG technique is a main stone at the start of selective encryption, but after the 

MPEG2 process was developed via video broadcasting. Selective encryption depends on the 

mechanism of distribution of the effective key of the MPEG stream. While MPEG2 removes 

iterations in the video stream for confidentiality, it will be done via an encryption process, where it 

leaves the residual from correlation, which also reduces the analysis of the code.   

In JPEG, the mechanism of array collection involved in operations of zeros is assigned to 

the Huffman encoding to achieve an approach to entropy, which also uses symbols to combine size 

classes for non-zero factors that terminate paths and run zeros [29].  

The Huffman code is used to designate 8-bit code words, followed by an extension bit that 

specifies exactly the sign and size of non-zero clusters. Here are the words of the code that we will 

leave to encode the attached bits.  

The primary reason for this is that the code words are necessary to perform the 

synchronization, but not logical to replace zero parameters with non-zero parameters. Hence, it is 

essential to maintain a secondary run. This adjustment does not impact the parameters of DC 

encoding, as they preserve critical visual details that are largely predictable. In this context, the 

algorithm initiates encoding by matching bits linked to a constrained set of AC components. 

Notably, these parameters remain consistent across all DCT blocks. The Discrete Cosine Transform 

(DCT) is a mathematical technique used to convert spatial domain data into frequency domain data. 

It is widely used in image compression (e.g., JPEG) and encryption. 
 

Materials and Methods 
This study suggests a hybrid technique of partial image encryption combining DCT and 

DES to enhance the security of multimedia. The suggested method starts by loading an image, then 

converts it to a grayscale image, divides the image into 8x8 blocks, and applies DCT for each block. 

The steps of the suggested method are illustrated in Fig. 4, and the steps of the suggested method 

are illustrated in Algorithm 1. 
 

Algorithm 1: Partial Image Encryption using DCT-DES 

Input: grayscale image (I) of size (M, N),  
          block size (B=8),  
          encryption key (K). 
Output: 
         Partial encrypted image (PEI). 

Step1: Load input image. 
           Convert image into grayscale. 

Step2: Partition image into (8x8) non-overlapping blocks. 
Step3: Apply DCT on each block to obtain frequency-domain coefficients. 
Step4: Identify high-energy DCT coefficients exceeding   threshold. 
Step5: Encrypt selected coefficients using DES with key (K). 
Step6: Replace original coefficients with their encrypted values in each block. 
Step7: Apply IDCT on each block to reconstruct transformed image.  
           Merge processed blocks to form encrypted image. 
Step8: Save encrypted image. 
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Figure 4: The flowchart of the suggested method 

The first stage is the image preprocessing, which converts the input image to grayscale to 

minimize the computational complexity. The second stage is dividing the image into 8*8 blocks and 

applying DCT to separate frequency components and get the low frequency coefficients, which are 

retained for encryption. The third stage is encrypting the DCT coefficients using the DES algorithm 

in ECB mode using a fixed 64bit key. 

 The fourth stage is the reinsertion of the encrypted coefficients into the original positions 

and applying the inverse DCT transform to reconstruct the encrypted image. The last stage is saving 

the output image. 

To evaluate the suggested method, a dataset of ten celebrities has been collected, containing 

images of famous actress/actresses. The dataset is shown in Fig. 5. 
 

     

     
Figure 5: Celebrities Dataset 
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For the parameters tuning should be used with the suggested method, the following 

considerations must be taken. The block size of the DCT is 8*8. The threshold for coefficient 

selection is 0.5 based on the distribution of the energy. The length of the DES key is 64 bits. 
 

Results and Discussion 
The suggested method has been implemented using Python 3.13 on a laptop with a 2.4 GHz 

CPU. CPU. 16 GB RAM Windows 10. The dataset used in the evaluation process consists of ten 

celebrities, with 10 images in total.  

Table 1: Values of PSNR of reconstructed images 

Image PSNR (dB) 

Image1 32.53 

Image2 30.13 

Image3 31.50 

Image4 30.92 

Image5 32.25 

Image6 32.17 

Image7 30.12 

Image8 29.93 

Image9 30.54 

Image10 30.46 

Total average 31.05 

The evaluation procedure used standard metrics and criteria to check the effectiveness of the 

suggested method; some criteria were used in both security metrics and quality metrics. In security, 

one should check the analysis of entropy, correlation, and histogram analysis. The entropy analysis, 

which measures the randomness in the encrypted image. The histogram analysis ensures uniformity 

by pixel distribution. The correlation coefficient evaluates pixel dependency. While in the quality 

metrics, using PSNR and SSIM. The PSNR assesses image quality after decryption. The SSIM 

measures perceptual similarity between the original and the decrypted.  Also, there is the 

computational efficiency, which uses processing time (encryption and decryption), compression 

impact, and memory usage. After decryption and reconstruction of images, the values of PSNR are 

shown in Table 1 for decrypted images. After decryption and restoring the original image, the 

suggested method has been evaluated using the evaluation metrics such as Peak Signal to Noise 

Ratio (PSNR), histogram analysis, correlation coefficient, and similarity SSIM.  

After decryption and restoring the original image, the suggested method has been evaluated 

using the evaluation metrics such as Peak Signal to Noise Ratio (PSNR), histogram analysis, 

correlation coefficient, and similarity SSIM by using the following equations.  
 

              
     

   
  (1) 

 

Where MAXI is the maximum possible pixel value of the image, MSE is the mean squared error 

between the original and reconstructed image. 

 

 
(2) 

Where: 

 Mean pixel intensities of images, 

  is the variance (contrast) of x and y, 

is the covariance between x and y,  

C1 and C2 are the constants to stabilize division. 
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(3) 

Where: 

MAXI is the maximum possible pixel value of the image,  

MSE is the mean squared error between the original and reconstructed image. 

The results indicate that minimal distortion and the reconstruction quality were better 

because the values are high. The test of correlation coefficients can be shown in Table 2. 
 

Table 2: Correlation coefficient after decryption 

Image Correlation coefficient 

Image1 0.97 

Image2 0.96 

Image3 0.95 

Image4 0.97 

Image5 0.97 

Image6 0.97 

Image7 0.95 

Image8 0.97 

Image9 0.95 

Image10 0.95 

Total average 0.96 
 

The results from this test indicate lower correlation coefficients, which means better and 

stronger encryption security. To test the randomness of the encrypted images, the entropy will be 

evaluated to check the distortion.   The values of the entropy test are shown in Table 3.  
 

Table 3: Values of the entropy of decrypted images 

Image original encrypted 

Image1 7.22 7.92 

Image2 7.80 7.89 

Image3 7.29 7.34 

Image4 7.51 7.48 

Image5 7.19 7.22 

Image6 7.78 7.81 

Image7 7.92 7.94 

Image8 7.79 7.84 

Image9 7.94 7.95 

Image10 7.67 7.73 

Total average 7.61 7.71 
 

The entropy increases in the encrypted images, which means strong randomness and strong 

encryption. The histogram analysis showed that the images were well encrypted because of the 

uniformity of the histogram, meaning the pixels are spread evenly across all intensities, and the 

visual pattern has been removed, making it hard for statistical attacks.  

The histogram analysis for ten samples is shown in Fig. 6. 



PISSN (1681-6870) EISSN (2790-2293) (2026); Issue 59 Journal of AL-Rafidain University College for Sciences  

 

231 

   

   

Figure 6: Histogram analysis for test images 

Table 4: SSIM for test images 

Image SSIM 

Image1 0.98 

Image2 0.96 

Image3 0.98 

Image4 0.99 

Image5 0.96 

Image6 0.96 

Image7 0.98 

Image8 0.98 

Image9 0.99 

Image10 0.97 

Total average 0.97 

The Structural Similarity Index SSIM will be applied to verify the visual integrity between 

the original image and the restored image after decryption. The values of SSIM are shown in Table 

4. 
 

These results indicate that the restored images after decryption are almost similar to the 

original images. 

The achieved results can be summarized in Table 5. According to the above results, the 

average value of PSNR is 31.05, indicating minimal distortion. Low correlation coefficients, which 

indicate excellent pixel disruption. A high entropy value has been archived, which means strong 

randomness. The histogram analysis is high, and the SSIM is 0.97, which indicates high similarity 

between the decrypted images and the original images.  

Table 5: The average of the results 

Test Average 

PSNR(dB) 31.05 

Correlation Coefficient 0.96 

Entropy 7.71 

Histogram Analysis High 

SSIM 0.97 
 

Conclusion 
This paper has suggested a general technique for image Partial encryption based on DCT 

and DES using selective encryption to provide a good and enhanced way of partial encryption to 

save time and other resources. The suggested method has many advantages that impose its existence 
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and deal with it in terms of pluralism, spatial compatibility, flexibility, and compliance with the 

format. Likewise, one of the power points is the secret result which balanced between the speed and 

the processing power. Besides the real-time process, which needs to be evaluated. The metrics of 

the encryption process have been highly reduced in addition to the other metrics of evaluation. 

For future suggestions and enhancements, the scholars suggest studying the data map and 

link to be the parameters of inclusion, complexity, and time, because of the coordination change in 

multiple places.  
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 DESو DCTتشفير الصىر الانتقائي باستخدام خىارزميات 
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 ثغذاد، اٌعشاق اٌّسزٕصش٠خ،جبِعخ اٌلسُ عٍَٛ اٌحبسٛة، و١ٍخ اٌعٍَٛ، 

 

 معلىمات البحث
 

 المستخلص

 تىاريخ البحث:
٠عُذّ ضّبْ أِٓ اٌصٛس فٟ الارصبلاد اٌشل١ّخ أِشًا ثبٌغ الأ١ّ٘خ، خصٛصًب فٟ اٌج١ئبد  

راد اٌّٛاسد اٌّحذٚدح. غبٌجبً ِب رٛاجٗ طشائك اٌزشف١ش اٌزم١ٍذ٠خ صعٛثخ فٟ رحم١ك اٌزٛاصْ 

ث١ٓ اٌىفبءح اٌحسبث١خ ٚلٛح الأِبْ عٕذ اٌزعبًِ ِع ٍِفبد اٌٛسبئظ اٌّزعذدح اٌىج١شح. ٠مذَّ 

 Dataٌجحث إطبس عًّ ٌٍزشف١ش اٌجضئٟ ثبسزخذاَ خٛاسص١ِخ ِع١بس رشف١ش اٌج١بٔبد ٘زا ا

Encryption Standard (DES) ٟٚرٌه ِٓ خلاي رشف١ش إٌّبطك اٌحشجخ ف ،

اٌصٛسح ثشىً أزمبئٟ ِع رشن إٌّبطك غ١ش اٌحسبسخ دْٚ رشف١ش، ثبلاعزّبد عٍٝ أسٍٛة 

 Discrete  ً ج١ت اٌزّبَ اٌّزمطعجذ٠ذ ِسزٕذ إٌٝ رشدداد ِحذدح ٌّعبِلاد رح٠ٛ

Cosine Transform (DCT)  ً٠سبُ٘ ٘زا الأسٍٛة فٟ رم١ًٍ اٌحًّ اٌحسبثٟ ثشى

وج١ش ِع اٌحفبظ عٍٝ طجمخ أِبْ ل٠ٛخ ٌٍج١بٔبد اٌّّٙخ. رعزّذ اٌطش٠مخ اٌّمزشحخ عٍٝ 

ٌزش١ِض اٌصٛس ثُ رطج١ك أسٍٛة ٠عزّذ عٍٝ اٌزشف١ش اٌجضئٟ ٌٍصٛس  DCT اسزخذاَ

٠ٚسزٕذ ٘زا الإجشاء إٌٝ رم١ٕخ رٙذف إٌٝ اٌحفبظ عٍٝ ل١ّخ  JPEG. عٍٝ ص١غخاٌّجٕٟ 

، ٠ٚزضّٓ رٌه رعذد اٌزش١ِض، ٚلبث١ٍخ اٌزٕف١ز،  JPEG اٌجزبد اٌعبِخ ٚاٌزٛافك ِع ص١غخ

ٚالاوزفبء اٌزارٟ، ٚالأزمبئ١خ اٌّىب١ٔخ، ٚاٌزٛافك اٌزٕس١مٟ، ثبلإضبفخ إٌٝ رٍج١خ ِزطٍجبد 

 .حم١مٟاٌزطج١مبد فٟ اٌضِٓ اٌ

ٔخ ِٓ  ّٛ صٛس ٌزم١١ُ اٌطش٠مخ اٌّمزشحخ. ٚلذ أظٙشد  10رُ اسزخذاَ ِجّٛعخ ث١بٔبد ِى

، 7.71، ٚل١ّخ الإٔزشٚث١ب 6..0، ِٚعبًِ الاسرجبط 31.05ثٍغذ  PSNR إٌزبئج أْ ل١ّخ

. ٚرش١ش ٘زٖ إٌزبئج، إٌٝ جبٔت رح١ًٍ 7..0ل١ّخ  SSIM ث١ّٕب ثٍغ ِؤشش اٌزشبثٗ اٌج١ٕٛٞ

، إٌٝ ِسزٜٛ عبيٍ ِٓ اٌعشٛائ١خ فٟ (Histogram Analysis) سٞاٌّذسج اٌزىشا

اٌصٛس اٌّشفشح، ٚوفبءح ج١ذح فٟ اٌزشف١ش ِع أخفبض اٌزش٠ٛٗ فٟ اٌصٛس ثعذ فه 

اٌزشف١ش، إضبفخً إٌٝ رٛص٠ع ِٕزظُ ٌشذح اٌجىسلاد عجش ج١ّع اٌصٛس اٌّشفشح، ِّب ٠ضّٓ 

 .ّبط اٌجىسلاد ثعذ ع١ٍّخ اٌزشف١شِمبِٚخ ٌٍٙجّبد الإحصبئ١خ ٠ٚظُٙش رش٠ٛشًب ل٠ٛبً لأٔ
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